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Government of India
H{\‘ M:mstr‘y of Communications & IT

%

Department of Telecommunications
Sanchar Bhawan, Ashoka Road, New Delhi

[ {} ) W{ (Access Services Cell)
W\ \q /,/' i Dated:4105-2010————

y FFICE MEMORANDUM
W% ey ©
'\/\/\l AI]/MN? Licensees () \/) l \

d:x/l/ Sub: Instructions regarding Access of Number Portability Database to be provided

% to designated lawful agencies

C?\j Reference is invited to Clause 49.1 of MNP Licenso Agreement which inter alia
"

o provides that MNP Licensee shall provide updated database of ported numbers or other

requited by them as per directions issued by ibe Licensor from time 10 time.

2/—%@ details as may be required by the Licensor/designated security agencies in the format
QN

iy o & In this regard, the following information is to be provided by MNP Licensee to all
-k)\ c( R /% Jﬂ designated security agencies. '
R ‘ 1. The MNP L:censee shall provide a password protected access to thelr Nurz;b_cr
\‘_;2 W_?_ortablllty Data Base (NPDB) to all designated law enforcement agencies
)\-4? : (LEAs). The list of designated LEAs are enclosed at Annexure — L.

2. For this purpose, each LEA should be provided w:th an administrator user id and

password such that they are able to create new users and passwords as per their

Q/({L requirements The administrator user id and password alongWIth thc procedure to
accesq the NPDB should be communicated by the MNP, Licensee in writing to the ‘

l' U %/ deo:gnated LEAs within 15 days of issue of this letter. ‘ s
‘ /3. The LEA should be provided with the query based access wherein they can search

e

the porting status of any particular mobile number at any moment.

4, SuEﬂcient resources should be aliocated to the LEAs in the NPDB so that the
1
query is processed in least possible time as per require{pem of LEAs.
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5. No log of activities performed by the LEAs should be stored on the NPDB or any
system of MNP Licensee.

En?cl: As above
. - i /
| 11

§
(Vinod Kuma\.rs

Director (AS-II} ©

|
Copy to: |
iSecretary, TRAI

'Sh. N. K. Srivastava, Sr. DDG (TEC)

1Sh. Ram Narain, DDG (Security), DOT

:Sh. A. K. Mittal, DDG (Security-TERM), DOT

Cal el N

NOO:

——

Dr. Ravi Inder Singh, Director (IS.1), MHA, North Block, New Dethi
2. Sh. Arvind Kumar, Dy. Director (IS), IB, 35, S.P."Marg, New Delhi

Copy also for information and necessary action 1o all designated LEAs



' List of Designated Security Agencies

Central |
1. ! Director, Inteligence Bureau, MHA
| Gate No. 7, North Block, New Delhi
2. | Director General,
' Narcotics Controi Bureau,
| West Block, R.K. Puram, New Delhi.
3. . | Director General
| Directorate of Enforcement,
| Lok Nayak Bhavan, 6 Fioor,
. Khan Market, New Dethi.
‘4. . Member (Investigation),
| Central Board cf Direct Taxes,
| Department of Revenue,
. New Delhi -~ 110 001.
5. ' Diractor General,
. Directorate of Revenue Intelligence,
- 7™ Floor, ‘D' Block, 1.P. Estaie, New Deini-110 002,
8. . Director, Central Bureau of investigations,
' Block NO. 3, Lodhi Road, New Delhi — 110 003
7. . Director General, National Investigation Agency, New Delhi
8. ' Directorate of Signat intelligence, Ministry of Defence - for Jammu &
Kashmir, North East and Assam service areas only
State

1 Director General of Police of _concerned State/ Commissioner of
Police, Delhi for Delhi Metre City Service Area only.
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’ o rﬁﬁé‘zaham Sanchar Nigam Lid.> /02—
: ' {A Govi. of Incia Erterprise] ‘
10™ Noor, East Wing, Chandratok Bullding, 38, Janpath, New Dalhl-110001.
[PHA Section] :
No. 4-2/2006-PHA Dated: 27.01.2009
:,E ) . To v
: All Chief General Managers (By Name) -

BSNL
Telecom Circizs/Matro Telephone Districts/Mtce. Reglons/DNW

Sub:- Procedure for provision of interception facilfities and supply of CDRS to
Security/Law Enforcement Agencies - clariffcation regarding.

Some of the field units have requested this office for clarification on certain
points-regarding procedure ta be followed for handiingrequests of interception of
telophones recaived from security/law enforcement agencies. The matter wes taken
up with Deptt. of Telecommunciatiens and based on thelr reply the [lollowing
c&riflcation: are hereby issued for guidance and necessary action;.

1

Sy | Doubt raised Clariftcation raceived fram DOT |

1. Whether interception facility can | Security agency of one  state s
be provided lo security agency of | suthorlzed to  intercept the BSNL's
other state on the bamis of the | telephanes working in another State
approval of Home Secretary of | only with the approval of Union Home
Gavt. of the state to which security | Secretary or Home Secretary of the
agency belongs or approval of | cuncerned State where telephone s
Home Secretary of the state in | working.

= | which fntercaption 1s o be done Is
required,

kS Whether o security agency of one | Desighated officers can exerclse powers

R

state can intercept telephones of
cther state in emergent cases using
provise under Rule 419A(1) in ITR,
1951 witheut prist approval of
competent authority?

in the proviso unde: Rule 419A!1) of
ITR, 1951 in emergent cases subject to
the ex-post facto  approval of
competent  authority  within the|
stipulated period.

Whether facility for intereeption of
a telephonc can be extended on
the basis of & request recelved by
fax  {rom the authorized

Requests  recelved by  fax - for |
Intereeption should not bo entertained, |

sacurity/law enforcement agencies.

4. Whethwer facllfty for intercention of | E-maft is not’ a, secured mode of
a telephone can be extended on | communication 2nd as sueh raguosts
the basis of a request received by | recefved by e-mall should not be
e-mail Trom the authorized officer | entertained. .

| of the designated security agency, ;




ChRs of the telephone rumbers <on be
supplied 1o security agencies of
pasis of written request duly signed by
the officer of the seeurity agency.

| pumbers can 5 supplied to the
security/1aw enforcerngnt agencles
L only on the basis of written
requests duly signed by the oificers
of the security agencies of the
requests rocaived through e-mafl
for CDRs can also be entertained.

Whether CDR -ean be supplicd
through e-mail after receipt of 8
written request {rom the securtty
agency- :

SO SPU

117‘ | Whether mention of the case/FIR Normalily, reguisition for CDRs undef

\ \numbcr of the case _under Cricainal Procedure Code should have

i lmvcemg:u;ion 6 to be insisted upon | the case Number/FIR Humber.

'1. . | before sup \ying the CDRS. B
8

Whether a request of the Security | & request by fax for COR under Criminal
pgency received by fax for supply procedure Code can be accepted, if
of CORs can be entertained. followed by singed original arder and it
] should be provided under & protected
____“LM__H U rrvippoment.

: \5 -1 whether . CORs of ~ telephong

DRs can be supptied by the e-mail on
requests frem 8 security agency with e+
mail address of that organisation and
not to e-madl address of 3 private
domain e.g groaily hotmall ete.

Coples of letters Mo, 16-9/2004-85-11/441 4t 20.10.2008 and No. 8421007/ 2008

aS-Iv 4t 12.8.2008 received from 0OT containing the above clarificad
nerewith for ready reference. . i K ors are encloses

Encl: A,

e moannl2

. ‘ ‘ : . 15,5, NARULA]
Dy. GENERAL MANAGER (PHE)
Tol: 2374 0274 & 2303 6652
. Fax: 2371 1522
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Government of India
Ministry of Communications & iT
Department of Telecommunications
eanchar Bhavan, 20, Ashoka Road, New Delhl ~ 1 10117,

Dated: 209 Oct, 2008

. To / K
Jt. Deputy Director General (PHE)

Bharat Sanchar Nigam Limited,
Corporaie Offics,

BSNL Bhayan,
Harish Chandra Mathur Lane, Janpath,

New Delhi = 110001

Subject: 1. Supply of Call Dats Records (CDRs) to security agencies - 1eg.
3. Pravision of intesnepticn focility for sscurity agencies baged on te
request recetved through FAX- 188,

lom w10 refer to your letiers no. 4-32006-PHA dated 15" Oct, 2008
and 4.2/2006-PHA dnted 15" Oct, 2008 on the above subjecis respeetively and 0
point out that the sbove istue has already been clarified for ampie aumber of times.
Hawever, for the sake clarity, 1um directed tg reiterate that;

(i) - reguest roceived by FAX for interception should ast be entestaingd.
| ()  CDR of the telephone nos, can be supplied to seourity agencies on the basis of
written request duly signed by the officer of the seeurity agencicsgIl can be
supplicd by c-mail for requests foom seousity zgenei with e-mal! address of
that organisation and not 1o an e-majl eddress of o private domain e.g. gnadl,

hetmail ete.

(i) Normally, the reguisition for CDR under Crimina!l Proccdure Code (CPC)
should have the case no. / FIR nofThe request recelved by FAX for CDR
under QPC can be aceepted, If followed by signed original order and it should
be provided under a provected enyironment.

N

At 10 — "20aj

(RaJ K., Kataria)
Under Secretary 1o the Government of India

ta:
0 IS(18), MHA, Narth Block, New Delhi
2 Jt. Dhrector, 19, 35, Sardar Patel Marg, New Delhi

e



No. 20-201/2008-A8-1
Government of India
Mipistry of Communications & I'T
Deparoment of Telecommunications
! (Access Services-f Division) ‘
b 1203, Sanchar Bhavan, Ashol Read, New Delhi-110001

6" May, 2009

All the Basie Service, CMITS, LAS,NLD and 1ILD Licensces

Sulbyj eely Instructions regarding provisiening of Mobile Number Portabiliny {MINP),

’\](ahllc Number Portability (MNP} allows subseribers 1o retain their exisung
wlephone nwmber when they switeh from one aceess service provider 10 another jrrespective
el mobile wehnelogy or fram one teehnology to another of the sume or any other aceess
service provider, Mobile Number Porability (VNP Svestems viz, MO NPDB and QRDB,
shall “hbuild, operate and be ovwned”™ by the Neutral Third Parties (herein atier called "MNP
service Licenseeh who have been issued a separaie Licence for MNP service w.e [L20-03-
2006 Comy of the Licence Agreement for MNP serviee is available on Do'l™s websie viz,
wwwdotoovin, Deliniton/Meaning of all the Temnys and Expressions” used in respect of
MNP semdee shall be as detailed in the Licence Agreement [or MNP service. Details of the
Companies who hove been granted licenceis) for MNP service are as below:

(i Nk Svaiverse Teehnologies (India) Pt Ltdy First ndig Palace, Und Ploor, Block-
B, Sushani Loke1. Mebrow-Gurgaon Road. Curgaon (Flamiang) for MNP Service
Zone-1 (conmining Guiarat, Farvana, Himachal Pradesh. Jommue & Kashmin
Muhuwrashira, Punjab, Rojasthan, Utar Pradesh (F) Dar Pradesh (W), Delbi and
Muimbai Service Arcas:.

(i} Mfs. MNP Interconnection Telecom Solutions India Pyt Litd., A-404, Guinwhar
Apartments, Plot No.§1.  Sector-36. Gureaon (Haryane) for MNP Service Zone2
tcontuining Andhra Pradesh. Assam. Bibar, Ramoaka, Kerala. Madhva Pradesh,
Nirl'h Fast. Orissa. Tamjl Nadu including Chennal. West Bengal and Kolkaa Service
ATCas),

2 MNP 15 10 be implemented in Delbi. Mumbai. Maharashitra & Gujarat Service Argas

ol Zone-1 and Kolkata, Tami) Naduwingluwding Chennel. Andhra Pradesh & Karnataka Service

Arcas of Zone-2 within six months of the 'w"nd of the icence Lo, by 20-09-2009 und in rest

ol the service areas within one vear of the award of the licence Le. by 20-03-2010 by the

above cmﬁ'lpanics in their respective MNP Service Zones.

3 i'm the proper conduct of the telesraph gervices, the LIC‘E’NQOR hereby issucs
following. instructions to all the Basic Semvice. CMTS. UAS, NLD und ILD Licensces
regarding provisioning of Maobile Number Portability (MNP) SGI’\'lL@ with inmediare effect:-

oF It is mandatery w0 facilitate dmely implemeniation of Mobile Number Poriabiiiy
(MNP Service in the respective Licensed Serviee Arca by upgradation. operation and
mainlenance of his nelworksfsvstenms 1o support MNP service operation at his own
costs, MNP iz 0 be implemented in cach fntra Licensed Service Aren (LSAT a5 per

A
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'Cupy

Please soknowledge receipt,

Tou:
Sceretary. TRAI
Sr. DDG(TECY DDG(Security) DDGAS-ITY DDGCS)

For processing end managing MNP porn transactions with the centralized
clearinghouse MCH and Operator buck-end systems. ¢.g. order and provisioning
svstems. the LICENSEL shall own u Number Portability Gateway which shali be
comnecied 10 the MNP centralized Clearing House (MCH) and logically
cernralized Number Portabilin: Daw Base (NPDB) of the Main as well as U
Dizaster Recovery (DR sites a1 their own cost

Al Basic servico/CMTS/UAS  leensees. lmemational and  National  Long
Distance Operators thal deliver calls 1o 2 LSA shall implement direct routing J.e.
All Call Query method. to route culls 1o poried numbers. Department of
Telecommunications shall provide unigue Routing Number (RN) 1o each Access
Services operator 1o enable routing 1o porled number. For querving routing
information. the LICENSEE may bave option o efther maintain its own local
Number Portabitity Database or use shared local Number Portability DawBase
with ather telegom service providers or may ke services of MNP service
Licensee's contratised MNP Query Response DataBase (QRDE) System.

Customer shall approach the recipient operator for porting his/her number. Donor
aperator shall not use ported cut numbers 1l such Ume it is in use by the ported
subseriber. Alier the surrendering of number by poried subscriber the number
shall revert back 10 the original donor operator. While accepting the application
of  subscriber o avail MNP service. the Recipient operator shall vet from the
subseriber @ lresh Customer Avquisition Form (CAF: filled alongwith all the
documents as applicable Tor a new subscriber and as specified by the Licensor
Trotm 1ime o time.

Where the LICENSEE is not supporting MNP service implementanion/operalion.

Y

the LICENSOR may take action against the LICENSEE under the provisions of

g
/ L
Y -

o6, 6 200D
(K. K. Gupta)

Director (AS-I)

For and on behalf of the President of Todia
Ph.N0.2303 6284

the hicenee agresment,
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